The article deals with the students' socialization challenges at the time of globalization and the active development of information and digital technologies (IDT), as well as the role of the information and educational environment (ITS) in a student's personality formation and development in higher education institutes. The role and extent of information and computer technologies deployment is the realization of how and in what way, the human sensation has been changing, and will change in the information-digital era. Implementation of the educational potential of new computer technologies and global networking opportunities is an essential education feature, and these technologies are indispensable for a modern person. The educational potential of computer technologies, the targeted opportunities of the information educational space in the development of the process of the subject of education socialization have not yet been sufficiently studied. One can only assume and must carefully study the impact (negative or positive) of the global computer network on the process of socialization of subjects of modern education system. The Internet, as a product of computer technologies development changes the style of life, the structure of leisure-time activities, the nature of interpersonal communication, among students as well. In this regard, the process of students' socialization in the information-digital era has a specific format, this issue will remain the focus of many scientists, specialists, methodologists and other researchers of the phenomenon of the role and influence of computer technology on social and human life.
Introduction
One of the main tasks of modern society is the socialization of the younger generation, and in this process, information and communication technologies (ICT) play an important part, influencing the virtualization of social institutions to a great extent and creating an artificial world by replacing the usual outlook on life with information, integrated by the computer system (Ivanenkov, 1997) .
At present, generally accepted norms, criteria and quantitative indicators in social and educational life which characterize the process of generating socialization in subjects of educational activity are being developed. The students' cognitive motivation of network behavior prevails over communicative or game-based, because cognitive motivation is inseparable from educational activity and professional socialization. Thus, the future professional activity and the requirement for career advancement determine the motives of network behaviour.
Under the influence of universal informatization in education, an information and educational environment and cyberspace construction are being developed.
Educational cyberspace as a specific part of the common cyberspace, having an educational goal and characterized by purposeful educational relations with it, changes the usual channels for obtaining information, knowledge and their representation form, as well as the nature of interpersonal interactions.
In this space "each subject of education, generating educational interaction along with educational cyberspace, becomes its constituent component and, consequently, the object of pedagogical research (in this respect) (Abdurazakov, Korotenkov & Muhidinov, 2016) .
Thus, according to I. G. Shendrik (2004) the educational environment is an aggregate of prototypes necessary for culture to implement and develop it. The new information and educational environment, at the same time, is both a means and an environment for the social development of the individual (Bruner, 2006) .
Problem Statement
However, the problem is how adequately the computational concept describes the work of our intelligence and whether it makes it possible to significantly improve the effectiveness of training and socialization of the subject of education in the information and digital age.
Research Questions
The process of socialization of students in the information and digital age has a special format.
Within the framework of the stated topic for discussion and on the basis of the problem we have identified issues related to the process of socialization of the subject of education in the framework of cyberspace. Namely:
-to define the role and place of ICT for students;
-to clarify such fundamental concepts as "information technology","socialization", "cybersocialization", "Internet socialization"; -to analyze the field of problems of social and cognitive adaptation of the subject of education; -to reveal the developing potential and organizational functions of the IEE; https: //dx.doi.org/10.15405/epsbs.2018.09.02.1 Corresponding Author: Magomed M. Abdurazakov Selection and peer-review under responsibility of the Organizing Committee of the conference eISSN: 3 -to study the aspects of socialization of the subject of education and its interaction in the social and information environment.
Purpose of the Study
The personality development is influenced by both internal (psychological) and external (social) factors. Within the context of this issue, personality development, its socialization in the cultural and educational space in the digital era, has a special background, since. "Being a complex entity, an individual reflects different influences" (Bartholet, 2013) : "... and some aspects of the individuality and character of the interpersonal evolving interactions" (Hazel & Shinobu, 1991) and "... the position of the individual in the social hierarchy" (Verrnant, 1980) According to J.S. Bruner, the main features (methods and means) of modern computer science should basically be applicable to the learning process. However, the problem is how adequately the computation describes the work of our intellect and whether it may significantly improve the effectiveness of teaching. (Bruner, 2006) .
The global network is starting to affect the formation and development of the society, and the crucial factor in the development of an individual in modern Russia is the access to information (Castells, 2000) . Internet is part of the structure of information technology and occupies a significant place in the information field of students.
At different stages of society informatization and education, the issues of Internet socialization have always been the focus of attention and keep attracting specialists from different areas of knowledge.
In the context of this issue (especially influence of modern ICT on socialization) the studies of M. (Bartholet, 2013) ; (Bensalem, 2018) ; (Messaoudi, Hamzaoui-Elachachi, 2017) ; (Khalil, Ebner, 2016) ; (Mukala, Buijs, Leemans, Aalst van der, 2015) ; (Warner-Soderholm, Bertsch; Sawe; Lee; Wolfe; Meyer; Engel; Fatilua, 2017); (Vernant, 1980) ; (Zhu, Waxman, Rivera, Burlbaw, 2018) .
A huge contribution to the development of ideas on a post-industrial society was made by the ideas of Toffler, who puts a special emphasis on the trends of the formation of a new intellectual environment based on computer networks, hence the emergence of a new intellectual environment will lead to the creation of new mechanisms for the socialization of the individual (Toffler, 1999) .
The students' socialization issue in the information-digital era acquires special significance in contemporary Russian education system, characterized by the transition from a technocratic to a personally oriented educational paradigm https: //dx.doi.org/10.15405/epsbs.2018.09.02 
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The aim of the study is to identify internal and external factors of the socialization process of education subjects and mechanisms of this process, that is, the study of the formation of the process of socialization of students in the information and digital age.
Research Methods
The research methods are the study of sociological, psychological, pedagogical research on the problem systematization, generalization, description, as well as critical interpretation of the facts when considering approaches to solving the problem of socialization of students in the information and digital age and globalization of education. For qualitative and quantitative analysis of the content of documents in order to identify internal and external factors of the process of socialization of educational subjects reflected in these documents, the method of content analysis is used.
Findings
The personality development of any subject of education, including a university student in the modern information age, lies in acquiring new, invariant properties of this personality as a self-governing information and psychological system. That is, this development is a qualitative change of a personality.
In regard to the subject of education, by his development we mean personal improvement, which is in full accordance with the development of society, the information environment. Hence, the personal development of a university student should be considered as a qualitative development of the is personal culture, which subjectively expresses the culture of society.
As one of the most important areas of personal development, socialization of the subjects of education, which is considered in pedagogy as "the integration of a person into the social system, entering the social environment through acquiring its social norms, rules and values, knowledge, skills, allowing it to successfully function in society", (Online explanatory dictionary: Wikipedia en.wikipedia.org), and in the sociological context considered as a process providing the inducting the individual into a particular social group, community or social space as a whole (Panova, 1993) is becoming one of the most important trends of personal development.
American sociologist Franklin G. Giddings is considered to be the author of the term "socialization" with reference to the person who in 1887, in the book "The theory of socialization", used it in a sense similar to modern, "the development of the social nature or the character of the individual" (Giddings, 1896) .
Socialization (from Latin socialis -social) is the process of absorption by the individual of social experience, system of social connections and relations. "Socialization should be understood as the whole multifaceted process of assimilating the experience of social life and social relations (Meshcheryakov, Zinchenko, 2003) .
However, it should be noted, that the socialization of an individual as an independent personality exists forever, since he lives in the social sphere. It is a constant, continuous process that takes place throughout his life. The issue here is, firstly, in a more intensive and focused socialization of the subject, and secondly, in the aspect of its interaction with the social and information environment of modern society. Thirdly, the student's socialization is considered, at one hand, necessary for its constructive, https://dx.doi.org /10.15405/epsbs.2018.09.02.1 Corresponding Author: Magomed M. Abdurazakov Selection and peer-review under 
Socialization of the subject of education and aspects of its interaction in the social and information environment
Higher education is an independent social cognitive system, where any subject of study at a higher education institution is a full subject of the social environment and lives in accordance with the social structure and moral foundations of society. However, during the period of global informatization, rapid development of communication and information communication, the socialization of subjects of education not only becomes a necessity, but also puts forward new requirements.
Educational interaction, being informational, "is social and socially expressed, which must be reflected in each of its active systems, in every subject" (Korotenkov, 2013) .
Socialization of the educational sphere is expressed, firstly, in the informatization of education and educational environment (IEE) in social legal, philosophical aspects, in information culture, and secondly in the implementation of these aspects into informational education.
Socialization is a complex process and is considered in pedagogy as an internally structured phenomenon in various aspects. A. V. Mudrick suggests the following definition:
"The essence of socialization is the combination of adaptation and isolation of a person in a single society.
Adaptation (social adaptation) is the process and the result of the two-way activity of the social environment and the subject ..., the becoming of an individual a social being.
Separation is the process of autonomization of a person in society", (Mudrik, 2011) .
That is, socialization is viewed in combination of two seemingly contradictory processes that constitute a single whole in their integration, provided their combination is balanced. "Adaptation suggests harmonization of requirements and expectations of the social environment concerning the person with his attitudes and social behavior; coordination of self-assessments and claims of a person with his capabilities and social environment realities" (Mudrik, 2011) Separation is reflected in the formation of the subject's need to have its own views on the world and the life phenomena, value attachments, the right for independent personal decisions; ability to resist phenomena impeding his self-determination, self-realization, self-development; self-affirmation as a personality.
Hence, these two processes of "counter-activity of the subject" constitute a dialectical unity in its socialization, out of which it cannot be realized or will be one-sided and have negative results.
The socialization of the subject of education as a subject of the social cognitive environment is expressed, in particular, in the following:
-its self-identification as a subject of the social and information environment and IEE, informatization of the society and education in the aspect of its information rights, duties and responsibilities; -in its readiness for a productive (effective, lawful, safe) information interaction, the ability to organize a personal IEE; https://dx.doi.org /10.15405/epsbs.2018.09.02 
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From the above, we can draw the following conclusions that in the social cognitive adaptation of the subject includes two counter processes that assume their integration in a balanced combination:
1. The process of adaptation in the social and information environment, in the educational sphere as a subject with its informational cognitive and social and cultural needs and the ability to fulfill them, i.e. having the appropriate information and communication competence; as a subject aware of his responsibility for the state and security of the environment in his interaction with it, i.e. possessing the necessary personal informational culture.
2. Separation, self-affirmation of the subject as a full subject of the social and information environment and educational sphere is expressed in his ability to self-organization and self-management in his interaction with the environment, in the formation and development of personal IEE and media environment; in the knowledge of their personal informational rights and the ability to protect them.
3. The social information environment and the media environment serve in these processes as a source of indirect influence with inverse relationship, which, according to the purpose of these environments, is positive. Inverse relationships, expressed in the subject's influence on the environment, are not always positive, due to insufficient or incomplete adaptation of subjects or as a result of unbalanced processes of "counteractivity of the subject". Therefore, along with the formation of information competence, it is necessary to develop personal information culture and media culture of subjects of education.
Developing capabilities and organizational functions of the IEE
A characteristic of the socialization of the subject of higher education is that his personal environment (IEE, media environment) goes far beyond the IEE of the university, due to relatively greater personal creative activity in project, cognitive, social and cultural activities. It is known that the influence of the social and information environment is heterogeneous: inaccurate information, misinformation, which has a negative informational and psychological effect on the addressee may be present. Therefore, it is necessary to develop both the competence of the student in targeted navigation in the informational cognitive space and the personal culture of informational interaction, , which at one hand provide the invariance of the student's condition and resistance to negative informational psychological impact of the environment, and at the other, readiness to counteract these negative phenomena.
It should be noted that modern secondary education also includes active interaction of students in the environment and, consequently, their socialization, expressed in adaptation and isolation. Therefore, new students already possess media competence and media culture formed in the senior classes of the school, as well as a critical, although insufficient attitude to information. Nevertheless, this is the second characteristic of university education: there are certain basics in the personal development of the subject, which must be evolved in the right direction in terms of continuing socialization.
Moreover, at a certain stage of the student's personal development and, consequently, his socialization, his social and cultural basics become invariant and stable with respect to possible negative environmental impacts, and he is ready for self-development and self-determination in it.
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That is, at a certain stage of a university student socialization, his isolation and, consequently, selfaffirmation as a full personality, representative of the society and the social and information environment end. This is also a characteristic of university study, and one of the main tasks.
The role of systems and methodology for managing interactions in the information environment, the optimization of these relations, the knowledge of the order and the rules for their implementation, the competence of subjects of education in the processes of effective and lawful implementation of information interaction is growing.
The world outlook, social and cultural and cross-curriculum orientation of teaching implies the realization of the educational, philosophical and social and cultural functions of the IEE, or rather, its educational, philosophical and social and cultural resources will promote the realization of this area of subject teaching.
The importance of organization components of the educational competence of students is growing:
-"operational" competence is the subject's capacity to adapt to a specific operating environment, which usually has a local character of manifestation (algorithms, models, computer operating environment, etc.); -"organizational" competence of the subject of education means his ability to organize his information interaction (in accordance with the rights and responsibilities), knowledge of the basic rules of subject-subject and subject-object relations, knowledge of the methods of their implementation, the order in which efficiency and security should be increased.
The organizational competence of the subject of education is one of the results of the manifestation of the systemic approach, its implementation in education, in information education. It expresses the willingness of the subject for a productive system (intersystem, metasystem) interaction in the social and information environment, the scientific and educational sphere, the IEE. This is an expression of the tendencies for increasing the role of the personal development of the subject of education, the developing and organizational aspects of the IEE of the university and media environment.
Immersing himself in the information environment, the subject of teaching gets the opportunity to receive any information of his interest, and by implementing a sequence of hyperlinks, find the information that can be interesting for him. Reliance on formal, systemic and informative indicators of information greatly contributes to the conscientious behavior of the subject in the environment, directing him towards the desired result provided by the teaching program, general or individual. It's only possible to control his independent informational cognitive navigation indirectly, which can be expressed in the following:
-the presence of the goal of interaction determined by the training system that doesn't permit the subject to detract to the undesirable for this system places; -availability of a system for assessing the results of navigation in the environment, control and the appropriate correction.
The productive interaction with the media environment requires the formation of media competence of the subject of education, meaning "the integrative quality of the individual, evident in the ability and willingness to select, use, critically analyze, evaluate, create and transmit media texts in various types, forms and genres, implementation of media processes in society. This competence is https: //dx.doi.org/10.15405/epsbs.2018 .09.02.1 Corresponding Author: Magomed M. Abdurazakov Selection and peer-review under responsibility of the Organizing Committee of the conference eISSN: 2357 -1330 8 aligned with competencies related to self-education, self-development, which are essential for all academic subjects" (Panova, 1993; Noskova, 2011) .
It is necessary to develop the student's critical attitude to information, which means the following:
-the subject's invariant ability to evaluate and analyze the objectivity and reliability, ethical correctness, connection with reality, social and cultural and moral values of the new information; -the ability to differentiate information of the environment according to its usefulness for his own socially conditioned personal development.
The subject's critical attitude to information is an important part of the personal information culture, including its media culture and safe media culture. It is necessary to foster the subject's ability to evaluate the quality and reliability of information, which will allow him to distinguish between positive and negative, informative and useless information.
The subject's critical attitude to information entails his ability to critical thinking, by which we mean intellectual and imaginative thinking in the process of acquiring knowledge, which includes finding ways to solve problems rationally, analyzing and synthesizing, evaluating his own and other information, revealing its positive and negative aspects. The formation of critical thinking involves "the generation of a basic attitude towards oneself and the world, implying a differentiated, independent, meaningful position.
This position significantly increases the credibility of education -since it becomes conscious and reflexive and enhances the communicative potential of the individual", (Zagashev, 2004) .
That is, critical thinking is a synthesis of the conscious and reflexive thinking of the subject, creating his ability to use the received information efficiently, rationally and safely for his personal development and self-development.
The formation of critical thinking under the influence of the informational cognitive environment and the media environment of society is also a feature of higher education.
Conclusion
Thus, as a result of an active, productive interaction of a university student with an informational and cognitive and social cultural environment, his personal knowledge and culture development, his critical thinking evolves on the basis of his ability to criticize information that is expressed in his ability to use it correctly and legitimately:
-comprehension and differentiation of information received; -systemic analysis of information based on the application of relevant search criteria to it and its characteristic features; -determining synthetic properties of the information studied on the basis of its analysis; -generation of derivative information based on effective use of information resources of the environment; -systematization of personal IEE information on the basis of its invariant interactions and natural interrelations.
At the same time, the ability to critical attitude to information and critical thinking are derivatives.
It is necessary to have a certain level of information culture of the subject that does not permit him to go beyond the ethical norms of relations in the environment.
https: //dx.doi.org/10.15405/epsbs.2018.09.02.1 Corresponding Author: Magomed M. Abdurazakov Selection and peer-review under The internal subject's potential providing the elimination of the possible negative information impact from the external environment is required. It is necessary to develop the student's spiritual and intellectual culture, the formation of appropriate qualitative characteristics of the individual.
The ability to critically evaluate, analyze media information in accordance with the requirements of education, conscious goals of self-development, subject's self-education are an expression of the general information culture of the individual, the key to its resistance to all possible negative influences of media information.
The information subculture of working with information is an invariant property of the individual, not just "acquiring" relevant knowledge and skills, but possessing the needs of their application.
